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Executive Summary

SENSUS has read and understood the TEPCO ‘Basic Specification for Smart Meter
Communications’ requirements and is honoured to provide our comments and answers

within this document.

We have reviewed these requirements and are pleased to confirm that we are in full

agreement. The proposed FlexNet solution meets or exceeds these requirements, namely:

I. Preconditions for Smart Meter Communication Network
II. Concept for Selecting Communication System

IIl. System Overview of RF Mesh Network

FlexNet is a utility designed and dedicated communications solution for Smart Meter and
Smart Grid networks. It is designed to be deployed and operate seamlessly across the
different geographies terrains and building types, including densely populated cities,

high-rise buildings and shopping malls, as well as rural and mountainous regions.

FlexNet uses multi-redundancy enabling a resilient and reliable communications
infrastructure — capable of withstanding natural and man—made disasters. Its dedicated
architecture and utilization of licenced and/or regulated RF spectrum ensures that it is

highly secure, resilient, reliable and flexible for all operational scenarios.

We will consider your comments in
selecting communication method.

We basically aim to adopt an
established standard. We will evaluate
each system by RFP and
demonstration examinations in terms
of cost efficiency, technical advantage,

expected future growth.
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FlexNet’ s 'single architecture’ approach means reduced capital investment and the low
base—station count means low operational and maintenance costs. Total Cost of Ownership
(TCO) is a key parameter that SENSUS strives to minimise and is presented in this
response. The ‘first time connect’ capability for FlexNet is industry leading and service
level agreements (SLA’ s) of >99% are common, and as such significantly reduce the

operational costs for TCO further.

The scalability of the FlexNet architecture enables the right capital to be deployed at the
lowest possible cost, whilst providing a ready—made platform for Smart Grid, lighting or other
Distributed Architecture (DA) applications. The anticipated need for greater DA capability in
the community network is supported through the future proof capability of FlexNet.

The duplex communications capability of FlexNet, the richness of data that can be captured
and delivered to the utility means that it leads the industry approach for monitoring, control
and resource management — essential with today’ s power shortages and limitations. FlexNet
ensures that the community is supported, and that the utilities business operates optimally.
SENSUS is an ISO compliant organization with the highest engineering and quality standards,

and this is reflected in the longevity of warranty terms that can be committed to.

SENSUS supports the standardisation of products and communications systems. This is
demonstrated through the active membership of multiple trade bodies, including The
European Smart Metering Industry Group (ESMIG), the DLMS User Association, Smart
Specification Working Group (SSWG), British Electrotechnical & Allied Manufacturers
Association (BEAMA), SmartGrid GB and Society of British Gas Industries (SBGI), and
through these bodies provide experts who are actively engaged in standards
development. SENSUS is active within the European Committee for Electrotechnical

Standardisation (CENELEC TC’s) related to Smart Metering and Smart Grid, and
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providing a convener for the Communications Systems for Meters & Remote Reading of
Meters Working Group (CEN TC294 WG2), responsible for a key meter communications
standard. SENSUS also works closely with partners to contribute to ETSI standards
work and to other bodies in related areas. In addition, SENSUS are also represented by
standards groups and standards related bodies and alliances outside the European
Union, particularly in North America. These include the Smart Grid Interoperability Panel
(including the Cyber Security Working Group), UCA International, the Zigbee Alliance,
the U-Snap Alliance, Multispeak, the DNP and CIM Users groups, and a number of IEEE

working groups.

SENSUS operates an extensive partnership and technology licencing program and
believes in working with ‘best of breed’ organizations to deliver robust communications
solutions to our utility customers. This partnership program extends to Japan, with
extensive activity with the main Japanese System Integrators, high technology

equipment suppliers, network providers, as well as government bodies.

Throughout this document, SENSUS will illustrate the working of its technology with

relevant customer and project examples.

SENSUS is committed to supporting TEPCO’ s Smart Metering plans and longer term

Smart Grid vision.

An Introduction to SENSUS

SENSUS leads in innovative and evolving technology solutions that enable intelligent use

and conservation of critical energy (electricity, gas, heat and lighting) and water
resources. For more than 100 vyears, SENSUS has led the innovations and
implementation of communications and measurement technologies for the energy and

water industries demonstrating its reputation as a trusted supplier to the utility industry.

3




Multinational electricity, gas and water utility customers have benefited from the
company’ s open, flexible products and solutions enabling them to optimise their
valuable resources. SENSUS is also an active participant/leader in communications and
energy sector standardization bodies and through relevant user groups operates a

structured engagement mechanism with all utilities.

The SENSUS communications solution is called ‘FlexNet’, and is a Field Area Network
(FAN) communications solution based on ‘point to point’ Long Range Radio (LRR).
FlexNet integrates with an increasing number of ‘Smart Meter’ suppliers, HAN, and
other consumer premises products, including Distributed Architecture (DA) devices for
Smart Grid. FlexNet has demonstrated itself to be a resilient, reliable (in often

demanding environments) and cost effective communications solution.

SENSUS is experienced in large scale Smart Meter and Smart Grid programs.
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Figure 1: FlexMet UK DECC Program

FlexNet is a dedicated enterprise Smart Metering and Smart Grid communications
solution, which provides the ability to read electric, gas and water meters with a
common communications platform across any geographic terrain or building
type/density. The FlexNet system is designed around the central concepts of simplicity,
flexibility, and reliability, and supports two way radio frequency (RF) transmissions to the
Communications Unit (generally located within the meter). Functionality includes
on—demand readings, remote disconnects/reconnects, load shedding, remote firmware

downloads and other metering and grid related functions.

This system achieves unmatched reliability by overlapping receiver coverage of the
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consumer’ s meters (endpoints), data/message redundancy, and failover backup
provisions. The FlexNet system ensures flexible and powerful building penetration

capabilities.

FlexNet’ s proven modulation and Digital Signal Processor (DSP) based Base Stations
(TGBs) are specifically designed to address the challenges of Smart Meter and Smart
Grid deployment in diverse terrains, including dense urban (densely populated areas and

high rise), rural (sparsely populated) and mountainous terrains.

The FlexNet Radio Module is a printed circuit board that provides a Communications
Unit with the ability to acquire data from its connected meter and transmit the data to
FlexNet transceivers located within the TGB. The FlexNet Radio Modules are either
mounted integral to the meter or in a Communications Unit directly connected to the
meter, providing remote firmware programming and diagnostics without a technician

having to visit site saving considerable operational (OPEX) costs.

The FlexNet Architecture

The FlexNet architecture is summarised in Figure 2, and comprises a:
* Field Area Network (FAN) with,

o Radio Module (or Endpoints) within Communications Units

o Base Stations (TGB), and a
* Regional Network Interface (RNI)
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Figure 2: FlexNet System Architecture

Field Area Network (FAN)
The FlexNet FAN consists of SENSUS Radio Modules (or Endpoints) embedded in

Communications Units, Meters, Smart Grid Devices and a network of FlexNet Base Stations
(TGB’ s). The Radio modules transmit the meter data and status information at regular
customer configurable intervals, and one or more base stations receive these transmissions.
The base station forwards the data to the Regional Network Interface (RNI), but also stores
information locally in the rare event of communications path interruption. The Radio Modules
(or Endpoints) in the Communications Unit provides two—way communication over the

FlexNet FAN network, allowing meter data to be pushed or pulled.




Base Station (TGB)

The FlexNet base station (TGB) receives and processes the data from the meter
transmitters, and conveys the data immediately to the Regional Network Interface (RNI) for
storage in the database where utility personnel or systems can securely retrieve. The TGBs
provide for redundant, overlapping coverage of meter endpoints. The TGB is supplied with
battery back—up in the event of primary power loss — this battery capacity can be extended

if required.

The TGB has the ability to store meter reading data from all meter endpoints in its service
area in the event of extended failure of the data links to the utility office. If communication
links cannot be re—established within 30 days, the system allows a laptop computer to be

connected to the TGB to recover reading data.

The FlexNet system is ‘point to point’ meaning that the radio endpoint with the
Communications Unit transmits directly to a Tower Gateway Base Station (TGB).

In the event of a Communications unit that cannot reach a TGB, a unique ‘Buddy Mode’
feature is available. Buddy Mode allows the stranded Communications Unit to single hop

through its nearest neighbor.

In the rare occurrence where there is an area with a cluster of Communications units not
able to connect directly to the FAN, a repeater solution is available to extend coverage. An
example of this is where a small number of Communications units in the area cannot connect
directly to the main TGB but not a sufficient number for Buddy Mode to be relied upon, such
as in more rural areas, especially where buildings are fairly isolated. The repeater will

connect to the TGB and provide a method for connecting to the RF Network.

Regional Network Interface (RNI)The RNI provides network management functions, data

warehousing, and customer hand—off functions to the utility MDMS. The RNI provides

8




network capacity for all of the base stations in one local FlexNet FAN. Multiple RNI" s would
generally be architected as part of the FlexNet FAN in order to provide geographic

redundancy.

Security
‘SENSUS takes data security and privacy extremely seriously and puts Security at the very

heart of the technology’ s design and engineering at each and every level. As a reflection of
this I am pleased to be able to confirm there has never been an incidence of hacking take
place on a network using SENSUS Long Range radio (Flexnet) technology.” Balu Ambady,
SENSUS Security Director:

End—to—end integrity of data and the secure communication of data is a key feature of the
SENSUS FlexNet communications solution. SENSUS was the first Advanced Metering
Infrastructure (AMI) solutions provider to achieve overall cyber security certification by
Wurldtech Security Technologies. The Achilles Practices Certification (APC), and the
Achilles Communication Certification (ACC) have both been awarded to the SENSUS
FlexNet communications system. The Wurldtech Achilles Certifications are based on

standards set by the International Instrumentation Users Association (WIB).
SENSUS is also integrating IBM"s asymmetric encryption based on elliptic curve
cryptography (ECC) and enhanced key management technologies into Communication Unit

Smart Meter endpoints as well as Distribution Automation (DA) devices for Smart Grid.

Home Area Network (HAN)

FlexNet is designed to provide the FAN connectivity to enable the configuration, diagnostics
and support of Home Area Networks, and SENSUS supports, ZigBee enabled Smart Energy
HAN networks. SENSUS is fully supportive of the EchoNet HAN approach.




SENSUS response to Section I — Requirements for Smart Meter Communications Network

SENSUS complies with each of the requirements documented in this section as follows;

I-1. Features of Smart Meter Communication Networks

+  Smart meter communication network realizes the transmission from smart meters
installed at customer houses to Meter Data Management System (MDMS), and remote
switch control from MDMS.

+  There is a need to take into account various regional conditions such as high density
residential areas, underground malls, high—rise apartment buildings, suburban areas, and

mountainous areas in order to serve our 27 million customers.

FlexNet fully complies with these requirements.

As illustrated in the solution architecture in Figure 1, the SENSUS FlexNet system
integrates with the MDMS at the RNIL. The RNI provides network management functions,
data warehousing, and customer hand—off functions to the utility MDMS. The RNI provide
network capacity for all of the base stations in one local RF network and can scale to meet

the TEPCO network requirements.

Over 10 million LRR Communication Unit end points have been deployed to—date by

SENSUS, which will grow to more than 14 million on completion of current contracts.

SENSUS today serves more than 200 utilities across diverse topographies, over rural and
urban populations, into different building fabrics and endpoint locations as recognized by our

customers.

As fully described in the SENSUS response in Section II, the SENSUS FlexNet solution is

designed to operate over a wide range of geographies, such as dense urban, high—rise
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building and mountainous areas. Further, the solution has been proven to reach difficult

meter locations, such as meters located in basements or metal meter cabinets.

I-2. Requirements for Smart Meter Communication Networks

SENSUS supports the five key TEPCO requirements and the FlexNet communications

solution can be shown to meet the requirements as illustrated below.

1. Transmit and collect data reliably from each meter
+  Despite its small size per customer, the data collected from a vast number of meters

must be transmitted to MDMS.

FlexNet fully complies with these requirements.
All FlexNet enabled communications units are capable of sending and receiving different
messages for different data types at multiple times through the day. The FlexNet solution

supports both command/response messaging and data ‘push’.

2. Ensure the data security

+  Robust security must be ensured against the threats of illegal access or information
leakage because this communication network handles the data related to customers’

privacy including the electricity use.

FlexNet fully complies with these requirements.

SENSUS was the first Advanced Metering Infrastructure (AMI) company to achieve overall
cyber security certification by Wurldtech Security Technologies. The Achilles Practices
Certification (APC), and the Achilles Communication Certification (ACC) have both been
awarded to the SENSUS Long Range Radio communications system. The Wurldtech Achilles

Certifications are based on standards set by the International Instrumentation Users
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Association (WIB).

Each Communications unit has a unique AES key that is used to encrypt/decrypt
communications. This provides protection and confidentiality for all communications
between the communications unit and the RNI. The encryption is used for all bi—directional
communication between these points. By), this ensures that communication cannot be
intercepted during transmission. In addition, to prevent replay attacks, all encrypted

communications are encrypted using a time quantum.

End—to—end integrity of data and the secure communication of data within the system is a
key feature of the SENSUS FlexNet solution. Integrity of the communications to and from
the communication unit is achieved through the use of authenticated messages using unique
cryptographic key and the AES—-CCM algorithm. This ensures that link layer packets
originate from the RNI and that the communications have not been altered during
transmission. In addition, communications from the Communications Unit include a
time—based quantum to prevent replay attacks or retransmission of communications.
SENSUS support digital sighature of communications to the endpoint, specifically around
critical commands (remote disconnect, meter reprogramming, firmware download and GRID

operations) to support non—repudiation of these commands.

In addition to the Wurldtech accreditations, SENSUS is integrating IBM’ s asymmetric
encryption based on elliptic curve cryptography (ECC) and enhanced key management
technologies into its LRR communications system radio endpoints, including metering and

distribution automation devices.

‘SENSUS takes data security and privacy extremely seriously and puts Security at the very
heart of the technology’ s design and engineering at each and every level. As a reflection of

this [ am pleased to be able to confirm there has never been an incidence of hacking take
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place on a network using SENSUS Long Range radio (Flexnet) technology.” Balu Ambady,
SENSUS Security Director:

3. Maintain and manage the communication network effectively and properly

+ Install management function and rapid recovery function from failure to maintain

healthy communication.

FlexNet fully complies with these requirements.

A FlexNet Health Dashboard generates warnings and alerts based on the Network

Management System

(NMS) metrics and data generated from the NCO. The NMC will use this tool to provide
high—level, quick view of any potential network problems, and the corrective measures

required.

The FlexNet Network Management System (NMS) provides data retrieval, diagnosis of
endpoint and network problems, and administration of two—way endpoints. The FlexNet NMS
provides a unified location for monitoring large systems and provides guidance when

troubleshooting a FlexNet network. The tool is designed to:

+  Manage multi—band complex networks to optimise capacity.
+  Manage general traffic flows as well as network performance tuning tasks.
+  Provide options for delivering data efficiently over the radio network using the minimum

amount of air interface resources.

The NMS provides information required to understand network capacity and manage

network performance, simplifying the complexities of managing large scale networks, such as
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those required for Smart Metering and Grids. The tool provides the following capabilities:

+  Network Monitoring offering an instant view of the core FAN aspects and access to
specific geographical area information.

+  Network Tuning providing information and options for optimising the FAN network.

+  TGB Management offering specific channel and radio base station information.

+  Endpoint Issues Management providing graphs and maps for the endpoint /
Communications Unit outages per day.

« Delivery Metrics showing the percentage of network messages received compared to

the expected percentage.

The FlexNet NMS monitors inbound and outbound air—interface traffic in real-time by
reading Regional Network Interface (RNI) files and pulling a daily extract of endpoint state
information from the RNI Database. Metrics are generated by communicating with the RNI
Network Controller to collect all real-time air—interface communications. The message
processor uses this traffic to calculate statistics, metrics, message rates, and message
ratios, and that information is used to report useful performance information, such as

network status, non—responding endpoints, trends, and types of messages.

The FlexNet NMS works in collaboration with the Network Capacity Optimiser (NCO) tool,
which is used to analyse channel loading, and balance Communications units across available
channels. The NCO determines which Communication units need to be tuned, and sends the

necessary commands to those FAN radio endpoints.

Radio endpoint and TGB related information is provided on the status of TGB’ s and Radio
endpoints listing core system metrics, tuning, and read management information on a per

Radio endpoint basis.
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Last Gasp/First Breath

Inherent to the FlexNet system is the support of Last Gasp and First Breath messaging (see
Figure 3). Each Communication Unit is equipped with its own power supply that is called

upon to provide energy

during a mains power outage. This supply is sufficient to withstand and outage of more than
ten minutes whilst also sending alarms messages to the Network Management System. This

allows the Utility to understand and pinpoint the power loss and respond.

It is recognised that the capability to transmit power outage alerts (Last Gasp) is FAN
technology dependent and such functionality is an inherent strength of the FlexNet point to

point technology.

The FlexNet solution provides a dedicated radio channel for such Last Gasp notifications,
which combined with dithered messaging reduce the risk of contention during power

outages.

Momentary
outage filter

i ] 3 35
min min min
Figure 3: FlexMet is designed to send several alerts over a prolonged period to ensure very high

receptin n suUccess rates
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The security of Last Gasp notifications is assured by authenticated binding of endpoints
provided at the time of Communications unit installation and commissioning. This secure
relationship is refreshed periodically throughout the operational life of the system. Message
notifications are delivered to the RNI, after which they may be aggregated for notification
through an agreed portal to the MDMS. The aggregation techniques employed further
improve overall system reliability, as the techniques ensure the MDMS is not overwhelmed
by large number of Last Gasp messages, which simplifies processing and reduces the risk of

lost notifications.

4. Continue running for a long time
— Selecting a communication system to be used for a long time is essential by considering
penetration prospects and continuous usage since smart meter will be used for 10 years

after installation.

FlexNet fully complies with these requirements.

FlexNet is a utility grade communications infrastructure that is designed to provide long
service life and not to become outdated. In terms of infrastructure, the TGB’ s are
engineered for a life expectancy of greater than twenty years whilst the central servers and
routers are industry—standard platforms and will be refreshed in line with standard IT
practice. In terms of the FAN Module, upgrades are possible using over—the—air firmware
downloads to add new functionality if required.

Due to the efficient modulation and messaging schemes that FlexNet uses the
Communications Unit, Radio Modules (or endpoints) can be embedded in battery powered

meters, such as water meters and still maintain a battery life for 15 years or greater.

5. Construct and maintain at low cost
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— As for a vast number of smart meters, it is important to suppress not only the initial cost
but also the TCO (Total Cost of Ownership), including the maintenance cost of the

communication network.

FlexNet fully complies with these requirements.

FlexNet minimises the lowest Total Cost of Ownership by providing reliable communications
to all existing meter locations; enabling the highest first time installation success rate, and

lowest number of revisits over the life of the contract.

I-3. Functions of Smart Meter

The SENSUS FlexNet solution fully supports the functionality required to enable a proven
world—class Smart Metering and Smart Grid solution. The SENSUS FlexNet solution fully
complies with the TEPCO functionality requirements, as illustrated below.
(1) 30-minute meter reading
+  Smart meters measure and transmit 30—minute meter readings to MDMS.
+  When a 30—minute meter reading is lost, MDMS checks that the communication with
the meter is recovered. The meter retransmits the data in response to a recollection

request from MDMS.
FlexNet fully complies with these requirements.
In the FlexNet solution it is rare for a meter not to be connected to the TGB and FAN. In the
very unlikely event that a meter is not connected for more than 12 hours, the automated
backfill engine (located at the MDMS) can retrieve the missing data. If this is not possible,

then extraction of the data

locally is possible using a hand held computer using either the FAN radio card, HAN interface
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or any other port on the Communications Unit.

(2)Meter setting & control
+  The smart meter that received the setting and control request data for switch control

and others from MDMS executes the requested process, and transmits the results to
MDMS.

FlexNet fully complies with these requirements.

The FlexNet solution provides two way command/response and control capability. Certain
commands may be critical, such as load—shed; SENSUS recommends that these commands
are given priority and as such provide priority radio channels to ensure critical commands
are separated from general meter reading traffic. The FlexNet solution developed for both
the US and UK markets both support command and control, along with the ability to

prioritize Critical commands, such as load shed for Grid balancing.

(3)Hand-held terminal communication
+ When communication via the communication network between MDMS and smart meter
is not available, meter reading, setting and control can be performed directly by using

hand—held terminal on site.

FlexNet fully complies with these requirements.

In the FlexNet solution it is rare for a meter not to be connected to the TGB and FAN. In the
very unlikely event that a meter is not connected for more than 12 hours, the automated
backfill engine (located at the MDMS) can retrieve the missing data. If this is not possible,
then extraction of the data locally is possible using a hand held computer using either the

FAN radio card, HAN interface or any other port on the Communications Unit.
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(4)Home Area network
In regard to the interface specifications for smart meter and HEMS (Home Energy
Management System), compliance with the standardization established by the Smart

House Standardization Study Group will be achieved.

FlexNet is designed to provide the FAN connectivity to enable the configuration, diagnostics
and support of Home Area Networks, and SENSUS supports, ZigBee enabled Smart Energy
HAN networks for both the US and UK markets. SENSUS is also fully supportive of the

EchoNet HAN approach and would work with local Communications Unit providers to ensure

a fully compliant EchoNet HAN is developed.

(5)Network Security
Smart meters deal with private customer information, which require assured security
measures against the threats of illegal access, leaks or alteration of information and so

on.

FlexNet fully complies with these requirements.

For evidence details, please refer to the previous description in I-2 (2)

(6)Operation and Maintenance
To manage the large—scale network efficiently and accurately, smart meter
automatically transmits facility management information to MDMS.
To effectively improve the communication software of smart meter, the communication

software is remotely updated using communication network.

FlexNet fully complies with these requirements.
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For evidence details, please refer to the descriptions in response sections 1-3(7) and I-3(8).

SENSUS response to Section II — Concept for Communication System Selection

In addition to the basic requirements listed in Section I, the SENSUS FlexNet solution is fully
compliant and can operate within the different listed demographics of the TEPCO region.

II-1 Candidates for the Communication System

+ It is necessary to adopt a communication system suitable for local characteristics,
including high—density residential areas, underground malls, high-rise apartment
buildings, suburbs and mountainous areas in order to construct a communication

network (FAN) that serves our 27 million customers.
FlexNet fully complies with these requirements.
The SENSUS Flexnet solution is already servicing meters with over 200 utility companies in
the USA and Canada. There are also live trials running in several international locations
showing the versatility of the Flexnet and its applicability to any type of terrain or meter

installation.

SENSUS response to Section III — System Overview of RF Mesh Network

SENSUS is in agreement with the requirements in this section and the FlexNet
communications solution can be shown to meet, and exceed the requirements as illustrated
below. FlexNet is more than compliant with the TEPCO requirements outlined for Mesh

Networks.
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Additional considerations in this requirements response introduce the capabilities of ‘Last

Gasp’ and ‘Multicast’ for Smart Metering and Smart Grid.

llI-1. System Structure

+ In RF mesh networks, concentrators and hundreds of smart meters accommodated
under them use the multi-hop communication mechanism for data transmission.
+  The communication control server complementarily controls RF mesh networks, which

are based on autonomous control, to improve the communication reliability.

The SENSUS FlexNet solution is a dedicated, resilient and secure point—to—point
communications system. The overarching solution architecture is presented from page 8 of

his response document.

[II-2. Primary Functions
(1) Routing Control

The Following routing control function is equipped so that the 30—minute meter reading
collection, meter setting and control, and hand—held terminal communication can be realized
in a stable communication quality

The SENSUS FlexNet Solution complies with this requirement.

FlexNet is a point—to—point communications network and as such does not rely on complex
routing mechanisms for the network resilience and reliability required to sustain 30 minute

meter readings.

For evidence, please refer to ‘Evidence for Requirements III (1-3).
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(2)Load Balancing

Equip with a corrective function for unbalanced communication unit occupancy of
concentrators to use the wireless network efficiently.

FlexNet fully complies with these requirements.

FlexNet networks are designed balanced from the outset and thus the point to point radio
solution does not suffer from network imbalance.

For evidence, please refer to ‘Evidence for Requirements III (1-3).

(3)Load Limitation

Equip with a function that limits the communication unit occupancy of each

Concentrator to prevent an overflow of communication units so that the

Concentrator functions normally.

FlexNet fully complies with these requirements.

FlexNet is a point—to—point communications network and as such does not require the use
of multiple Data Concentrators, which are vulnherable to overload in fault conditions.

For evidence, please refer to ‘Evidence for Requirements III (1-3).

Evidence for Requirements Ill ( 1-3):

FlexNet does not require Data Concentrators, complex routing algorithms and is not
susceptible to load imbalance. Network Resilience across the FlexNet FAN is achieved
through balanced point—to—point communications using a combination of two techniques,

Macro Diversity and Buddy mode.

Macro Diversity:

FlexNet is designed with overlapping cell coverage giving a macro diversity benefit.
Macro—diversity is an inherent feature of the FlexNet solution, which assures the resilience
and availability of the network and meter read success. By deploying overlapping coverage

between base stations (TGB), Communications Units are designed to communicate with
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multiple TGBs as they are not attached to a specific one. Macro—diversity provides
resilience in the network in case of a TGB failure or if the transmission path to a single TGB

is compromised.

‘Buddy Mode’ :

To add further resilience to the network, if a Communication Unit is unable to reach any of
the TGBs, a feature called buddy mode is used. In Buddy Mode, Communications Units act
as repeaters, minimising “not spots” due to transient fluctuations in RF environment due to

vehicle movement, weather

conditions and so on or as a backup in the unlikely event that the Communications Units

cannot communicate with a TGB due to TGB failure.

Figure 7 illustrates both Macro Diversity and Buddy Mode working ‘hand in hand’ .
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Figure 7: Macro Diversity and Buddy Mode remove the need for complex routing to achieve
network reliability.

In summary, FlexNet is a Long Range Radio (LRR) point to point network and as such does
not rely on complex routing algorithms to achieve a reliable and resilience balanced network.
Reliability and resilience of a FAN network is achieved using Macro Diversity and Buddy

Mode.

(4)Transmission Timing Dispersion
Each communication unit transmits the 30—minute meter reading to the
Concentrator at a dispersed timing during the five minutes assigned for the

Transmission.

FlexNet fully complies with these requirements.
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FlexNet uses dispersed timing and the SENSUS technology supports ‘many to one’

messaging, frequency and time multiplexing, as well as multiple RF channel utilization.

FlexNet provides ‘always on’ network connectivity through to the Communications Unit,
enabling ‘push’ and ‘pull’ data flows, time dispersed to avoid data collisions. The ‘Always
on’ network topology has the benefit of low latency and is ideally suited to Smart Metering

and Smart Grid applications.

(5)Priority Processing
In order to avoid congestion and improve the wireless network efficiency, assign
Transmission time zones by type of data and transmit data on a priority basis

According to the importance of the data.

FlexNet fully complies with these requirements.

A key feature of the SENSUS FlexNet technology is an inherent and automatic ability to

prioritise traffic on the air-interface, configurable to individual customer requirements.

For evidence, please refer to ‘Evidence for Requirements IIl (5-6)’ .

(6)Multichannel Operation
Equip with a multichannel operation function for securing a good wireless

Communication environment even in a high—density area of meter deployment.

FlexNet fully complies with these requirements.
The FlexNet technology utilises multiple channels to avoid any risk of network

contention in high—density residential areas.

25




For evidence, please refer to ‘Evidence for Requirements III (5-6)" .

Evidence for requirements Il ( 5-6):

The SENSUS FlexNet solution uses separate radio channels to ensure critical messages are
prioritised and delivered. Different radio channels are pre—allocated for different functions.

This avoids contention of high—priority alarms and commands, as shown in Figure 8 below.

Ulplink block f

25KH2
channels
'\‘H""—\—._
f T
5 *
L
™
Downiric 4
block
B Friorty / alarm channel
25KHz [ | Meter chanmel
channels
- Smart Gnd channel
Spare channel
|
Figure &: Prioritising traffic on the air interfae ensures optimum service performance

Several channels are allocated for meter reading / normal communications. Reserved
channels are allocated for alarms / priority communications. A Communications Unit may be

directed to use an alternate channel at any time.

Future capacity expansion can be achieved by adding additional channels. Furthermore

Smart Grid traffic can be kept completely separate from Smart Metering if required.
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(7)Communication Software Update

Equip with a function to update the communication software using RF mesh Network.
FlexNet fully complies with these requirements.

The SENSUS FlexNet technology is designed to efficiently bulk deliver communication
software upgrades, utilising proven secure and robust point to point broadcast methods
similar to those used in millions of TV set top boxes, thus minimising network traffic.
FlexNet facilitates broadcast supported by unicast messaging in order to efficiently and
reliably deliver large software files to targeted devices within the available system bandwidth

(see Figure 9).

' Job Completion Phase
Initial ' N Load Check | Luad |, | Version
Validation Start Image [¥] Flash %] Verification
Firmware Image blocks

are broadcast Threshold of meters

repedtedly using a achigved or maximum
fraction of tha netwark iterations completed

e | D

Figure 9: Radio endpaoints receive software download using broadcast supported by unicast
messaging

The use of broadcast messaging gives a far higher bandwidth utilisation than comparable
unicast messaging alone. The image verification process detects incomplete software

images, where the missing sections can then be sent using unicast. This process is repeated
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until all the targeted communication equipment software is verified.

For difficult to reach communication units, nominated Radio Endpoints will act as repeaters.
All software images are signed and combined with the image verification mechanism, allow

for a robust and secure software update process.

To summarise, through the use of point to point broadcast addressing, FlexNet can provide
an efficient means to bulk deliver communication software upgrades that minimises network

traffic whilst providing a secure and robust process.

(8)Network Management
Equip with the following functions for effective management of large scale

Networks

FlexNet fully complies with these requirements and exceeds this by also providing ‘Last

Gasp’ .

A FlexNet Health Dashboard generates warnings and alerts based on the Network
Management System (NMS) metrics and data generated from the NCO. The NMC will use
this tool to provide high—level, quick view of any potential network problems, and the

corrective measures required.

The FlexNet Network Management System (NMS) provides data retrieval, diagnosis of
endpoint and network problems, and administration of two—way endpoints. The FlexNet NMS
provides a unified location for monitoring large systems and provides guidance when

troubleshooting a FlexNet network. The tool is designed to:

+  Manage multi-band complex networks to optimise capacity.
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+  Manage general traffic flows as well as network performance tuning tasks.
+  Provide options for delivering data efficiently over the radio network using the minimum
amount of air interface resources.
The NMS provides information required to understand network capacity and manage
network performance, simplifying the complexities of managing large scale networks, such as

those required for Smart Metering and Grids. The tool provides the following capabilities:

+  Network Monitoring offering an instant view of the core FAN aspects and access to
specific geographical area information.

+  Network Tuning providing information and options for optimising the FAN network.

+  TGB Management offering specific channel and radio base station information.

+  Endpoint Issues Management providing graphs and maps for the endpoint /
Communications Unit outages per day.

+ Delivery Metrics showing the percentage of network messages received compared to

the expected percentage.

The FlexNet NMS monitors inbound and outbound air—interface traffic in real-time by
reading Regional Network Interface (RNI) files and pulling a daily extract of endpoint state
information from the RNI Database. Metrics are generated by communicating with the RNI
Network Controller to collect all real-time air—interface communications. The message
processor uses this traffic to calculate statistics, metrics, message rates, and message
ratios, and that information is used to report useful performance information, such as

network status, non—responding endpoints, trends, and types of messages.

The FlexNet NMS works in collaboration with the Network Capacity Optimiser (NCO) tool,
which is used to analyse channel loading, and balance Communications units across available

channels. The NCO determines which Communication units need to be tuned, and sends the
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necessary commands to those FAN radio endpoints.
Radio endpoint and TGB related information is provided on the status of TGB’ s and Radio
endpoints listing core system metrics, tuning, and read management information on a per

Radio endpoint, or basis.

Last Gasp/First Breath

Inherent to the FlexNet system is the support of Last Gasp and First Breath messaging.
Each Communication Unit is equipped with its own power supply that is called upon to
provide energy during a mains power outage. This supply is sufficient to withstand and
outage of more than ten minutes whilst also sending alarms messages to the Network
Management System. This allows the Utility to understand that power has been lost and

proactively respond.

It is recognised that the capability to transmit power outage alerts (Last Gasp) is FAN
technology dependent and such functionality is an inherent strength of the FlexNet point to

point technology.

The FlexNet solution provides a dedicated radio channel for such Last Gasp notifications,
which combined with dithered messaging reduce the risk of contention during power outages

(Figure 10).
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Figure 10: FlexMet is designed to send several alerts over a prolonged period to ensure very high

reception success rates

The security of Last Gasp notifications is assured by authenticated binding of endpoints
provided at the time of Communications unit installation and commissioning. This secure
relationship is refreshed periodically throughout the operational life of the system. Message
notifications are delivered to the RNI, after which they may be aggregated for notification
through an agreed portal to the MDMS. The aggregation techniques employed further
improve overall system reliability, as the techniques ensure the MDMS is not overwhelmed
by large number of Last Gasp messages, which simplifies processing and reduces the risk of
lost notifications.

Il[-3. Communication Unit Overview

The overview of the communication unit we are studying is described below.

The FlexNet Endpoint System Development Kit (SDK) provides technology to embed
FlexNet endpoints into Communications Units or smart grid devices. The SDK is composed
of three parts: a hardware reference design, firmware for the microcontroller in the hardware

reference design, and manufacturing instructions.

The SDK is made available by means of a license agreement between SENSUS and a local
Communications Unit manufacturer.

Referring to the Communications Unit specified in the TEPCO documentation, the SENSUS
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response with FlexNet is summarized in the Table 4

Category I Ieem specifications Fleaet Equipped Communications Unit
Hardware | Used Frequency G20 MHz band [ARIE STOAT108) Compliant
Transmission rate | - 100 kbps Comgliant
| RF power 20 W or less (AR STD-T108} Commpliant. Can ako transmit at higher
| porser
ANEMNNG - Built i antanina {diversity system) ilnmplia nt. PCB antenna no diwersity
required dues to ‘fads resilient’ modulation
techniques
| Frame size - 8% manx 78 rmm x 45 mimoor smaller | Compliant
' Power supply -5 WD, ransionin 1OW o less [peak] | Compliant. Higher power AF {greater than
| 20V will require greater than 1W (peak)
Communication | Physical layer - BEEE 802.15.4y compliant Cormpliant
pibace [ MAT layer ~FEEE BO2. 15.4¢ comphant Compliant
Routing protocol - futonamous distributed routing Cornpliant. FlexMeat point to paint protoool
| lcorresponds to pratecol
| partef LLCIver | o cofruare withaut TCR/IP pratace]
| and network layer)
Others | Capacity of smart | - Approa. 00 units [narmal) Compliant. FlexNet can be scaled beyand
| meters per * Up to LOOO urdts In a fallure of a this requirement to cover many 10,000°s of
| cancentrator concentrates nearky Commmunication Unitsd Meters
| Interconnectivity | - Secure interconnectivity between Compliant
different manufacturers
* Equipmnits ane procured from
multiple manufactuners for stable
procusement and oost redwction
Talble q: FlexMet Cormenunications Wnil compliance
Warranty

FlexNet can be contractually committed as a long term solution for our utility customers,

and warranties put in place to support TEPCO’ s requirements.

In terms of infrastructure, the Access Nodes are engineered for a life expectancy of greater

than twenty years whilst the central servers and routers are industry—standard platforms

and will be refreshed in line with standard IT practice. In terms of the FAN Radio Module (or

endpoint), upgrades are possible using over—the—air firmware downloads.

Executive Discussion

SENSUS has responded to TEPCO’ s s ‘Basic Specifications for Smart Meter

Communications’ and has introduced FlexNet as its response to these requirements.
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SENSUS has endeavored to answer all questions and provide comments, but will be pleased
to elaborated further, and answer any questions should this be required.
SENSUS is most honoured to have this opportunity to respond to TEPCO’ s ‘Basic

Specifications for Smart Meter Communications’ .
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TGE A TGE B TGB €

A {
R & Lossof TGB B
SO DN PO AN D NS NSNS AL A S ‘Majonty of endpoints in the affected area can
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These endpoints communicate via Buddy
Mode through neighbour
TGB & Buddy Route changes immediately
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i it
analan agafﬁﬁ«ﬁaaa
— ]

TGEB A TGB C

Endpoinis not able to reach TGB ARC

Reply in Buddy
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Job Completion Phase
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Figure 10: FlexNet is designed to send several alerts over a prolonged period to ensure very high
reception success rates
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